&% 1SS square 2025 F  ISS Square > > 2 7 4 (2026/2/27) No.214

TCIOAYT—I3VERY FDO—=DIRBIEEMZAER U/
TEIZT Y DR Y FOBRDEDIRE CAEREIE

Proposal and Evaluation of a Secure Intranet Architecture Using Segmentation and Network
Virtualization Technologies
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In recent years, there has been a steady stream of information leaks due to targeted attacks that move laterally, such as
ransomware. Large-scale networks are strengthening network security by incorporating network virtualization, segmentation,
and the zero trust concept. Security issues within intranets have long been discussed, but the recent influx of attacks suggests
that the current situation has not improved. This study proposes a secure intranet configuration method that protects intranet
resources from cyberattacks that move laterally, such as ransomware. By setting up segments and controlling access between
them, access to unauthorized segments is blocked. Access control was achieved by introducing network virtualization
technology (OpenStack Neutron) to the network server. To address concerns about overloading the network server’s routing
process, an experimental intranet environment was implemented and evaluated, confirming the validity of the above proposal.
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