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Proposal and Implementation of a Completeness Verification Method Based on Cl/CD Pipeline Execution Provenance:
An Approach Integrating PBOM and the in-toto Framework
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Abstract: Attacks targeting software supply chains (SSCs) are becoming more serious. With the spread of DevSecOps, a variety of tools have been introduced to streamline
and automate operations, and Cl/CD Pipelines have become more complex and bloated, increasing the threat of SSCs. In this research, we concretize and implement the
concept of a Pipeline Bill of Materials (PBOM) for managing the components of CI/CD Pipelines. Furthermore, we integrate the in-toto framework with PBOM to develop an

integrity verification method based on the execution provenance of Cl/CD Pipelines and demonstrate its effectiveness.
_ E:I:'J'D de =

-DevSecOpsDE RICKYCICD/SA TS U (FEML - IERIELTLWED, NATSAUDEREREZERT 5FAEHIIN TLVAEL
‘BFEIL— LT~V EHRERMBE LVE LR Tz —XDRKRITEHRL, CICD/ I TZAVEEDEF 1) T RICITRANH S

- ssomomnum CUCD/ M TSAVIZE BB A EE

e SR SRR auonz rax
A A A A A A A A A A A m A A A 0 s Test 7T—RIZHNTEITSNBHER - BT Y—IL®, ZOKFBEFRARE *npm (Shai Hulud)

BB *Codecov
z Test / Test 7T—A MDD Deploy 7ZT—AANBIEESNZHEMA, ERILALVEL -Package Confusion

" | suid Deploy EZ, BofBRAINDILITKY, FELBRYAFASNDLBE.  -Passwordstate
R L Deploy AYTTETBEOA—FRL—La  ERARESNZILT, BELAG -Docker
(Q’ [roon) POV BB FREREAETEND B *Kubernetes
) T T " Deploy / Deploy Zx—X&Monitor 7T —XDEEFHE LR ERBEEITLY, EITH -Sidecar Injection
_______________ i : Monitor DY RTLMNELLERSNT, BE-BE - RESRMSNEVER.
‘b ; i i 5 N Monitor EtR:O7URE- AR Y — )L BIAISHETIECRE T MAFLS HTLT ~SolarWinds
[ J BEERORE, TEGRE BERT —20RSANRET LB
CI/CD Pipeline (DevSecOps Platform) o Pipeline CI/CDI\”{?‘}{DE%(Workflow/Job/Runner/Secrets/*EBE%EE £)n *GitHub Actions
[1] SLSA(Supply-chain Levels for Software Artifacts) & JTI-Z & AER LI-ZBETIL asCode A -RFEE-ERFMICLY, RERTORBHFRRAEAFES HEBL - GhostAction

2. REFE

EPBOM&in-totoZL—LD—9%#E&THLT, CICD/IM FIAVEHEZENOEELEETIOLRADORIIZER
> PBOM/(Pipeline Bill of Materials) DE{FMERFIREL, CICD/( TSV THERASNSY—I O BEHEIEEERE
> in-totolC kB EEBRIDHFEELTPBOMEFERATSLT, £IT70EADEEMRAICES T2 RERLELUVHEMLEZER

. %JI @ - Admin Kﬂy % : Developer Key @ Keyless S|gn|ng
[ STEP2 ]:3£473kFE (Provenance) & X - as Code Y ML

[ STEP3 ]: 3kEE#REE (Layout-Provenance) STEP1 STEP? § Execution” STEP3 STEP4
[ STEP4 ] #REES N 1=CI/CDDPBOMZ 4 B % Layout Provenance Provenance PBOM
6 Generation Generation Verification Generation

XUEAB AR ISTEPOLL TFEIE R EEE

PBOM

Provenance o
(Signed) (Signed) :

PBOM

Verification (% 0
(Keyless Signed)

(Public Key)

DevSecOpsD £31Z
HRICETINSEARIRIET

Provenance

= LN REFHE

— PBOMZ;EFIL 7= in-toto FEFEFREE —

v YAMLZ7AJLERRHL, v e s we A —————
CycloneDX# =X CH h AT ke & install. L o '

v CycloneDX@*ﬁ;gE;ﬁé%m Lh 8 2026-81-14 15: aa-— ;mos:‘T X IREE: tomr;and' F—Eht 1 FHBUELE
PBOM®M ¥ B EH%%H ‘

— PBOME& G —

v PBOMTEHEINf-/N\—aVEELD

v RHEERERLOERA TR N—UaVERE (ARVREE A) BBRAISN BT LERER
( Dependency-Track IZ

A2R—bL, BRI ERER) v R —REPETTO AR MO I<E 3 5

> PBOMIZE, C/ICD/SMTSAVICEENDY—ILEEEL, KERILA® [#RETEEE K] : CIICD/SA1 TS5 TOL R~ DT EEE L KRS

IS ERIERARETHD. —gn =4Y. : _ st 5 =
> PBOMEintotob & LI REMEEIE, CUCD/ AT il oone MILRE] PBONDEML —L OAEBAATEDRE

ERLEVETTOREREAEETHD. T, BELIZ&BRED (BIRBREIDRR]: BERBEEI L -BRIRFEDORER @ (F=1RE
ANHIE - REE R E R L ERBARETH . [ithFZEDHE]: thF ik (I Reproducible Builds ) LD &RET



