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CyHACCP: A Transparency Framework for Visualizing Security Operations in SME Saa$S Providers
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Abstract: The adoption of industry-specific SaaS (Vertical SaaS) is rapidly expanding in Japan. These services are primarily provided by small and medium-
sized providers, such as startups, and are mainly utilized by small and medium sized enterprises (SMEs). However, it remains difficult for SME users to
independently assess the security of SaaS services. This paper proposes "CyHACCP", a framework designed to enhance the security transparency of SME
Saas by visualizing security operations. Its core automated assessment tool was implemented using Open Policy Agent (OPA) and was confirmed to
operate in conjunction with AWS built-in security capabilities, including AWS Security Hub, for vulnerability management and access control
configurations. Furthermore, a scenario-based validation demonstrated that SME SaaS providers can improve security transparency by applying CyHACCP
in a cost-effective manner. The contribution of this research lies in proposing a practical framework for enhancing transparency in SME Saa$ security
operations and implementing its core assessment mechanism, thereby demonstrating a realistic approach for the SME SaaS providers.
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