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A Study on Enhancing Vendor Supervision Capabilities in IT Outsourcing
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In recent years, supply chain vulnerabilities in IT outsourcing have led to serious incidents, such as ransomware infections. Traditional training
often fails to help personnel detect early warning signs of vendor negligence. This study proposes a Naturalistic Decision Making (NDM)
approach to formalize experts’ intuitive detection patterns. Through comparative experiments using scenario-based case studies, we verify
that this method significantly enhances non-experts’ Situation Awareness (SA). The results demonstrate that improving SA is crucial for
transforming risk attitudes and ensuring appropriate supervision, thereby strengthening the resilience of supply chain security against cyber

threats.
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