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Abstract:As deep learning-based XSS detection advances, adversarial generation techniques
are also evolving but often yield excessively long payloads. We propose a post-processing
optimization to remove redundant tags. Experiments across CNN, MLP, and LSTM models

achieved an average 62% length reduction while retaining an average 86.2% attack validity.
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