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Legal Framework for Sharing Damages Caused by Cyber-Attacks
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Abstract: The party that should, in principle, bear legal responsibility for damages caused by cyberattacks is the attacker. However, in
practice, it is extremely difficult to hold attackers legally accountable. Conseaquently, situations often arise in which the victimized
company and related parties must share the resulting losses. This study divides the elements of liability for damages into three phases—
breach of obligation/negligence, damage and causation, and contributory negligence—and examines a framework for determining how
such losses can be fairly allocated among the parties involved in the event of a cyberattack. Furthermore, the paper applies the
proposed analytical framework to potential future cases and presents the outcomes of this application.
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