202545/ 1SS Square =252 7 A (2026/2/27) No. 223

& |SS square

HRoTHE K UTEEZ AL\ S &REE I BE A A A A A R T Ls
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The rapid proliferation of 10T devices has introduced significant cybersecurity challenges, particularly due to the inherent constraints of embedded
systems, such as limited computational resources, exposure to physical attacks, and deployment in remote environments. To mitigate these risks,
we propose an attestation-capable embedded system leveraging Trusted Execution Environments (TEEs) and a hardware root of trust to verify the
integrity of embedded devices. The system is designed to be implemented using Arm TrustZone for Cortex-M and the open-source secure element

TROPICOL1. This poster presents the system architecture and outlines the proposed implementation approach.
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